Abstract: In order to implement an IEC 61850 communication system, there needs to be a complete understanding of the methods, tools and technologies associated with the communication network, protocol and messaging underpinning the services. The IEC 61850 standard allows for communication between devices within a substation where a peer-to-peer model for Generic Substation Events (GSE) services is used for fast and reliable communication between Intelligent Electronic Devices (IEDs). One of the messages associated with the GSE services is the Generic Object Oriented Substation Event (GOOSE) message. A detailed analysis of the structure for the GOOSE message is required for fault diagnosis, or when developing hardware that is compliant with the IEC 61850 standard. This is one of the stated objectives of the Centre for Substation Automation and Energy Management Systems (CSAEMS) in the training of prospective specialists and engineers. A case study is presented where the structure of the GOOSE message as described in IEC 61850-8-1 is confirmed using firstly simulation, then experimentation with actual IEDs. In the first instance the message structure is confirmed by simulation of the GOOSE message and capturing it using network protocol analyzer software, after which analysis of the packet frame is performed. Data encoding of the GOOSE Protocol Data Unit (PDU) is analyzed with emphasis on the Abstract Syntax Notation (ASN. 1) Basic Encoding Rules (BER). The second part of the case study is conducted through experimentation with IEDs which are used to generate a GOOSE message and network protocol analyzer software is used to analyze the structure. Both the simulation and practical experimentation with actual devices confirm the GOOSE message structure as specified in part 8-1 of the IEC 61850 standard.
Introduction
The International communication standard for devices within a substation environment known as the International Electrotechnical Commission (IEC) IEC 61850 standard has contributed immensely to the way communication and information exchange are implemented within an electrical substation. This fairly new communication standard aims to ensure, amongst other things interoperability among devices from different vendors. For time-critical events such as the protection of electrical equipment, messages known as Generic Object-Oriented Substation Event (GOOSE) messages are exchanged between devices by means of a local Ethernet network. The paper presents a detailed examination and analysis of the captured GOOSE message structure generated firstly by means of simulation of the GOOSE message using software, then using actual protection devices.
The next section contains a brief examination of the GOOSE message followed by the simulation and practical case study setup. The GOOSE message frame is analyzed according to
GOOSE Message Background
The devices in substations evolved from the older electromechanical relays into the current Intelligent Electronic Devices (IEDs) utilizing embedded microcontroller capabilities with communication between devices. The Ethernet technology was a natural part of this evolution. [1] With the advent of virtual local area networks (VLANs), an increase in data communication speeds, and flow control of switched systems, the Ethernet has become a reliable technology for this type of real-time application. [2] The IEC 61850 standard allows for two groups of communication services between entities within the Substation Automation System (SAS), (IEC 61850-7-1) as shown in Fig. 1 . [3] One group utilizes a client-server model, accommodating services such as Reporting and Remote Switching. The second group utilizes a peer-to-peer model for Generic Substation Event (GSE) services associated with time-critical activities such as fast and reliable communication between Intelligent Electronic Devices (IEDs) used for Protection purposes. In the IEC 61850-8-1 part of the standard, one of the messages associated with the GSE services are the Generic Object Oriented Substation Event (GOOSE) messages that allow for the broadcast of multicast messages across the Local Area Network (LAN). [4] The Abstract Communications Service Interface (ACSI) shown in Fig. 1 and covered in greater detail in IEC 61850-7-2, defines common utility services for substation devices and shows the two groups of communication services for the client-server model and peer-to-peer model. The GSE model services provides a fast and reliable system-wide distribution of input and output data values; is based on a publisher/subscriber mechanism and, supports the distribution of the same generic substation event information to more than one physical device through the use of multicast/broadcast services (if so required and so engineered through the publish/subscribe mechanism). Amongst others, two control classes and the structure of two messages are defined in IEC 61850: Generic Object Oriented Substation Event (GOOSE) supports the exchange of a wide range of possible common data organized by a DATA-SET; and Generic Substation State Event (GSSE) provides the capability to convey state change information (bit pairs). [5] The scope of communication in IEC 61850 and the Logical interfaces are referenced in page 13 of the IEC61850-1 and give an indication that logical interface 8 is used for direct data exchange between bays (Peer-to-Peer), and GOOSE messages may also be passed between the bay and Station bus (level) as shown in Fig. 2 . [6] The Protocol Mapping Profile for the ACSI services in IEC 61850 is shown in Fig. 3 . [4] The GOOSE message is associated with three layers of the Open Systems Interconnection (OSI) model, namely the Physical layer, Data-link layer and the Application layer. [4] , [5] Page 114 of part IEC 61850-8-1 displays the structure of the GOOSE message and this is the starting point for the investigation and analysis of the GOOSE message structure. [4] To gain insight into the structure of GOOSE messages, a case study is presented in this paper in which a GOOSE message is simulated by means of the OMICRON IEDScout software, captured via network protocol analyzer software -Wireshark, and analyzed relative to the structure as defined in part 8-1 710 C. Kriger, S. Behardien, J. Retonda-Modiya 3 Simulation of the GOOSE message and practical implementation
• Simulation study:
The OMICRON IEDScout software is an invaluable tool for educational purposes as it allows the simulation of the IEC61850 functionality such as GOOSE messaging (via OMICRON hardware platforms), and also has capabilities for monitoring real-time response on the network. The experimental setup for the GOOSE message simulation and validation is illustrated in Fig.  4 where IEDScout is used to generate a GOOSE message within the Personal Computer (PC) through the Network Interface Card (NIC) and Wireshark software running on a notebook is used to capture the GOOSE message packets. Both computers are connected to a network switch.
• Implementation study: Fig. 5 shows the practical setup for confirmation of the GOOSE message structure by experimentation rather than simulation. IEDs from two different vendors are connected in a local area network via a network switch and GOOSE messages are exchanged between them. The test injection set injects 3-phase current into the Vendor no.1 IED. GOOSE messages are published from the Vendor no. 1 device and subscribed to by the Vendor no. 2 device. The measured 3-phase value currents are displayed on the Vendor no. 2 device front panel. To check for interoperability from both directions, the Vendor 2 device is configured as the publisher and the Vendor no.1 IED as the subscriber. A pushbutton on the Vendor 2 IED is pressed and a sequence of light emitting diodes (LEDs) on the Vendor no. 1 IED is lit. The data contained in the GOOSE messages being exchanged are binary and measurement data. The Wireshark software is used to confirm the structure of the captured message. [7] 712 C. Kriger, S. Behardien, J. Retonda-Modiya 
Confirmation of the GOOSE Message Structure
Only the results of the GOOSE messages captured from the simulation case study in Fig. 4 are used in the next section for the message structure confirmation. A portion of the GOOSE message presented in the standard is shown in Fig. 6 on the LEFT hand side (red box). At the top of Fig. 6 (blue box) are the user-defined parameters for the GOOSE message generated by IEDScout software. To the bottom right of Fig. 6 (green box) is the Wireshark capture showing the hexadecimal values in the pane. Figure 6 : The FIXED section of the GOOSE message structure frame on the bottom left as defined in IEC 61850-8-1 pg 114 of [4] . The simulated GOOSE from IEDScout is at the top and the Wireshark window is at the bottom right
The GOOSE message structure consists of a portion that is fixed in terms of length, and fixed in terms of what content is specified to be there (entered via dialogue box) (Fig. 6) . The next section of the message consists of a portion that is variable in terms of both length and content chosen to be communicated, e.g. the user defines which data elements and data attributes are to be transmitted (Fig. 10) . Firstly the fixed portion of the message structure is examined and briefly discussed, starting with the Preamble and ending at the Ethertype. The Preamble and Start of frame are performed at the hardware level. The Destination address is a multicast address consisting of 6 bytes. The Source address is also 6 bytes long. As per IEEE 802.1Q, priority tagging is used to separate time critical and high priority bus traffic for protection-relevant applications. The 802.1Q Virtual Local Area Network (VLAN) is 4 bytes in length and consists of the TPID (Tag protocol identifier), TCI (Tag Control Information) and Ethertype. The TPID is the Ethertype assigned for 802.1Q Ethernet encoded frames and is given by 0x8100. The TCI consists of the CFI (Canonical Frame Indicator) and optional VID (VLAN Identifier). The TCI and Ethertype (0x88b8 for GOOSE) consists of 2 bytes each (IEC 61850-8-1 pg 115 . [4] ). The application identifier (APPID) is 2 bytes in length and is used to select GOOSE messages from the frame and to distinguish the application association.
The discussion above indicates that all fixed components of the GOOSE message structure have been confirmed and accounted for. However, there were fields in the hexadecimal pane of the subsequent section in the message that warranted further investigation. As can be seen from Fig. 7 , that when going from highlighted section Reserved 2 to goosePdu (GOOSE Data Protocol Unit), two bytes (with values 61 and 68) have been skipped. The result of this investigation pointed to another standard also referenced in IEC 61850-8-1, known as the Abstract Syntax Notation ONE, Basic Encoding Rules (ASN.1/BER) standard for Data networks and open system communications. [4] The next section considers aspects relating the ASN.1/BER standard to IEC 61850-8-1. The order in which elements occur in the GOOSE Protocol Data Unit (goosePdu) is always TAG, LENGTH followed by the DATA according to the ASN.1, as shown in Fig. 8 . This will be explained in more detail later in this paper. What is important to note is that before each of the preceding bytes, we first have the TAG, then the LENGTH followed by the actual DATA.
The last portion of the GOOSE message is the user-defined data content shown in Fig. 10 . The user-defined data attributes in this particular case consists of three different items, namely a Boolean value, an integer and a data bit-string with padding. The Boolean and integer data items are 1 byte in length while the last data entry is 2 bytes long. The data section of the GOOSE message structure can be referenced in IEC 61850-7-2 page 116. ] [8] 5 Application Protocol Data Unit (APDU) and ASN1 Basic Encoding Rules
The data within the GOOSE message are contained within the GOOSE Protocol Application Unit (PDU) and which is encoded in accordance with the Abstract Syntax Notation ONE (ASN. 1) standard for Data networks and open system communications (IEC 61850-8-1 pg 111). [4] The ASN.1 is an international standard used to define protocols of communication by means of encoding rules, IEC 61850-8-1, page111. The GOOSE protocol is defined using the ASN. 1/BER encoding rule (ASN. 1 Encoding Rule X.690-0207).
The encoding of GOOSE is not rigorously based on the original ASN. 1/BER but on an adaptation of ASN, 1/BER for Manufacturing Message Specification (MMS). It is important to note that this is not the original ASN.1 but a modified version as the original version does not cater for signed integers. [9] , [10] , [11] The ASN.1 TAG describes the kind of information represented by the frame. The LENGTH is how many bytes (OCTETS) follow the DATA part of the frame. The LENGTH has a simple and extended form. If the length is less than 128 bytes, a single octet is used with its MSB set to 0. If the length is greater than 128, the MSB is set to 1, and the remaining 7 bits expressing the number of bytes that will contain the following parameter length. [11] The VALUE is the actual data content being specified by the frame; the value in the field must be interpreted according to the type of field. For example, if the field type is string, the octets must be decoded as characters, but if specified as an integer, the numeric value will be calculated based on the binary content. Figure 12 , it can clearly be seen that the bytes which were skipped refer to a class application type in this case goosePdu, and the associated length of the goosePdu. Similar common header tags appear throughout the PDU section of the frame. Some of these are presented in the tables displayed in Figures 13 and 14 including the tag headers, lengths and values for each byte within the goosePdu for the values in the frame represented in Figures 6 through 10 .
The results of the simulation, practical implementation and the analysis thereof, confirm that the structure and data content for the GOOSE message is the same for both the experimentation and the simulation. The conclusion reached is that the structure of the GOOSE frame with respect to the IEC 61850-8-1 standard specified in page 114 and the content (user-defined data) of the GOOSE message with respect to IEC 61850-7-2 page 116 is confirmed.
Conclusions and Future Works
The IEC 61850 standard consists of many different parts and some are extremely difficult to understand and interpret even among domain experts [12] . Students also have to grapple with the challenges presented by the IEC 61850 standard and the approach adopted in this work was to develop a detailed understanding of the message structure communicated between the various devices within the substation network for instances requiring fault diagnosis to determine the cause of maloperation or interoperability issues [13] .
The paper has discussed a detailed investigation and confirmation of the GOOSE message structure and data content through a process of simulation and experimentation. This was confirmed by referencing to the relevant parts of the IEC 61850 standard and also the modified ASN.1/BER standard. The process of confirmation of message structure and content has enabled a foundation to be established from which further educational activities such as embedded systems development and diagnostic activities might be pursued.
